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14. Subject Access Request (SAR) Guidelines 

 

14.1. Subject Access Request (SAR) Handling Flowchart 

 

 

 
 
 
 

 

 

 

 

 

 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

Request received – this can be verbally, in writing, electronically, or using the following 
SAR form. 

 

 

Immediately inform the Data Compliance Officer (DCO) in the Governance department 
on gdpr@portmouthdiocese.or.uk who will inform the Data Protection Officer (DPO). 

 

If a verbal request is made, record details using the SAR form on the website. 

 

For action by all members of Diocese action 

For action by Governance Department 
action 

Check applicant’s identity (using documents listed on SAR form) 

Check validity of SAR (SAR form footnotes) 

If a third party applies on behalf of the data subject, check for the data subject’s written 
authority and proof of identity. 

Check scope of query and ask for clarification if request is not clear or insufficient 
information provided to identify individual. 

Add request to the SAR Register (saved in folder \Department Of Administration - 
Documents\Confidential GDPR\GDPR Breach_SAR\Register_SAR_Data request) 

Complete SAR record version with details of request and action log (see Data Protection 
Policy Appendix B for template form) 

Write to the applicant to acknowledge request and include a written details of any 
verbal request 

Inform DPO 

https://portsmouthdiocese.sharepoint.com/sites/DepartmentOfAdministration/Shared%20Documents/Policies%20and%20procedures/GDPR%20DOP%202021/PDF%20Documents/GOV-FRM-015-01%20SAR%20form.pdf
mailto:gdpr@portmouthdiocese.or.uk
https://www.portsmouthdiocese.org.uk/gdpr
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Consider whether there is any legal basis to refuse the request or exclude some search 

results; obtain legal advice. Record any legal reasons for withholding records. 

Respond to the applicant by deadline of one calendar month using the SAR Response 
template. 

Liaise with DPO if an extension is required. 

Discuss and further response from or to the data subject, with the DPO. 

When you have the requested information to perform a reasonable search, liaise with IT 
and any other relevant departments to complete the search. 

Examine the information requested and perform searches for relevant files both paper-
based (if documents are in a filing system) and electronic including emails. 

Restrict search to valid topics, individuals, or dates in the SAR. 

See redaction guidance below. Recommended to save results in folders under topic / or 
document type heading. Save in separate folder records to be withheld and those which 

contain Third Party details. 

https://portsmouthdiocese.sharepoint.com/sites/DepartmentOfAdministration/Shared%20Documents/Policies%20and%20procedures/GDPR%20DOP%202021/PDF%20Documents/GOV-FRM-017-01%20SAR%20Response%20template.pdf
https://portsmouthdiocese.sharepoint.com/sites/DepartmentOfAdministration/Shared%20Documents/Policies%20and%20procedures/GDPR%20DOP%202021/PDF%20Documents/GOV-FRM-017-01%20SAR%20Response%20template.pdf
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14.2. Disclosure of Third-Party Data Decision Flowchart 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 
 
 
 
 
 
 
  

For action by Governance Department 
action 

If YES save the search results in an ‘Excluded’ folder and log the justification on 
the SAR Record Version 

If NO then consider disclosing the information if it is the personal data of the data 
subject 

If NO does the information contain information about another individual – 
including information that would identify a Third Party as a source of information 

Does the information not have to be disclosed due to an exemption such as legal 
privilege or management negotiations? See ICO website for full list of 

exemptions. 

 

If YES then request consent from Third Party, or record justification for not doing 
so on the SAR Record Version 

Has the Third Party consented to disclosure? 

If YES and no other exemptions apply, then consider disclosing the information 

If NO then consider would disclosure reveal Third party identity? 

If YES can the Third-Party information be edited or redacted to conceal their identity? 

If YES then disclose the redacted or edited version.  Save the search results in an 
‘Redacted’ folder and log the justification on the SAR Record Version 

If NO then consider if it is reasonable to disclose without consent? See ICO website for 
guidance on disclosing information about other individuals and balancing test below 

If NO withhold and if YES disclose 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/exemptions/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/exemptions/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/right-of-access/information-about-other-individuals/#:~:text=it%20is%20reasonable%20to%20comply%20with%20the%20request,is%20appropriate%20to%20do%20so%20in%20each%20case.
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/right-of-access/information-about-other-individuals/#:~:text=it%20is%20reasonable%20to%20comply%20with%20the%20request,is%20appropriate%20to%20do%20so%20in%20each%20case.


 
 
 

 
Registered Charity No. 246871 

 

14.3. The Balancing Test1 

1. When determining if it is ‘reasonable’ to disclose an individual’s personal data to another 

individual, an organisation must have regard to all the relevant circumstances, including: 

• The type of information that would be disclosed: The more sensitive the personal 

data to either party, then the higher the likelihood is for damage and distress to arise 

as a result of the disclosure, for example, if the personal data is special category data 

or if the personal data contains opinions which are likely to result in distress for an 

individual, for example in a disciplinary case,  then disclosure may not be appropriate. 

Consideration must be given to the impact on both parties. 

• Any duty of confidentiality owed to the other individual: If personal data has been 

provided in confidence or where an individual would not expect the personal data to 

be disclosed, the circumstances surrounding the provision of information must be 

taken into account. Where there is a clear duty of confidentiality, it would be reasonable 

to withhold the provision of personal data on this basis. However, on each occasion, a 

careful assessment should be made. 

• Any steps taken by the controller with a view to seeking the consent of the other 

individual: In some cases, an organisation will seek the consent of the other individual. 

If this is the case, it would be sensible to inform the individual that the refusal to provide 

consent alone will not mean that personal data is not disclosed. Equally, if consent is 

not sought, it may be reasonable to inform the individual that the personal data will 

be disclosed (unless this is likely to cause issues, for example, if the personal data is 

required for the prevention or detection of a crime). 

• Whether the other individual is capable of giving consent: There may be instances 

where the other individual is incapable of providing consent because an organisation 

cannot locate the other individual. Even if an organisation is unable to locate the other 

individual, the organisation should still carry out a balancing test to ensure that the 

disclosure is not likely to cause that individual damage and distress. 

• Any express refusal of consent by the other individual: If an individual refuses 

consent, the grounds for refusal should be considered alongside the balancing test to 

ensure that both the other individual and the individual making the DSAR are not 

prejudiced. It is not necessary for an organisation to know why an individual requires 

access to their personal data, therefore this may prove a tricky assessment to make, 

which is why such decisions should be considered carefully on a case-by-case basis. 

• Other considerations: Outside of the UK GDPR and the DP Act 2018, the UK 

Information Commissioner’s Office has issued further guidance on additional factors 

to be taken into account when dealing with mixed personal data. The ICO suggests 

also considering: 

 
1 The perils of third-party data in data subject access requests - HelloDPO Accessed on 22 July 2021 

https://hellodpo.com/blog/the-perils-of-third-party-data-in-data-subject-access-requests/


 
 
 

 
Registered Charity No. 246871 

 

o If the personal data or the source of the personal data in question is already 

known to the individual. If this is the case, then the further disclosure of the 

personal data may be reasonable. 

o As stated above, if the personal data has been provided in a business or work 

capacity it is more likely (but not guaranteed) that those individuals would have 

an expectation that the personal data may be disclosed. Again, a careful 

assessment should still be made because if the information was provided as 

part of a disciplinary or in circumstances where the requester could use this to 

retaliate or cause harm to the other individual, the disclosure would not be 

appropriate. 

2. Whilst there are guidelines on the factors to consider when such disclosure should or 

should not be made, organisations will need to carry out an assessment on each occasion 

to ensure that any decisions have been assessed on a case-by-case basis. 

3. Keeping a record of the decision 

4. Finally, organisations should be able to justify decisions taken when complying with any 

aspects of the GDPR. Therefore, when an organisation is making any decisions relating to 

the disclosure of an individuals’ personal data, in order to demonstrate compliance, they 

should: 

• Document the steps taken to obtain consent or factors surrounding the decision not 

to seek consent; 

• If consent was refused and the personal data was disclosed or withheld, record why 

this decision was made; and 

• Explain in writing the circumstances of the balancing test and the rationale for making 

any decisions relating to the disclosure or withholding of personal data. 


